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Information Security Controls
— Best Practices Based on
ISO/IEC 27002

GUIDE TO YOUR ISO/IEC 27002 CERTIFICATION

This certification proves that you have acquired the necessary
knowledge and skills to implement and manage information
security controls based on ISO/ IEC 27002 and enables you to
apply the best practices of information security management
in an organization. It also helps you to create a comprehensive
framework and improve information security management
within an organization by using potential controls that can
identify risks and effectively manage them.

At almost US $72 billion in 2022, security services, including
consultation, hardware support, implementation, and outsourced
services, are expected to reach US $76.5 billion in 2023. (Gartner)

WHY IS ISO/IEC 27002 CERTIFICATION
IMPORTANT FOR YOU?

Instead of focusing purely on technological solutions,

the management of information security according to
ISO/IEC 27002 provides a broader view of the security
problems related to some of the most valuable assets —
business information and any individual in an organization.
ISO/IEC 27002 is designed for organizations that wish to
develop, maintain, and optimize the information security
management system based on an effective control structure.
By getting this certification, you can support such organizations
in implementing and managing information security controls
as specified in ISO/IEC 27002. Establishing an information
security management system (ISMS) and at the same time
adopting the guidelines of ISO/IEC 27002, guarantees the
continuity and maintenance of security processes, aligned
with the strategic objectives of organizations.
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Information Security

Training Course and Learning Objectives

ISOfIEC 27002 INTRODUCTION

Understand key controls to manage information 1 DAY
security risks as specified in ISO/IEC 27002

ISOJIEC 27002 FOUNDATION

Gain knowledge on information security

management practices including the selection, 2 DAYS
implementation, and management of controls

based on ISO/IEC 27002

ISOfIEC 27002 MANAGER

Develop the skills necessary to implement,
manage, and communicate information security
controls based on ISO/IEC 27002

3 DAYS

ISO/IEC 27002 LEAD MANAGER

Master the concept, skills, and techniques to

successfully implement and effectively 5 DAYS
manage information security controls

based on ISO/IEC 27002
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MANAGEMENT SYSTEM
TRAINING COURSES

INTRODUCTION

FOUNDATION

LEAD IMPLEMENTER

LEAD AUDITOR

MANAGER TRAINING COURSES

INTRODUCTION

FOUNDATION

MANAGER

LEAD MANAGER

NON-ISO TRAINING COURSES

INTRODUCTION

FOUNDATION

MANAGER

LEAD MANAGER

WHO SHOULD ATTEND

Individuals who wish to gain or expand their knowledge
on the relevant standard or field

Individuals who wish to learn the basics of implementing
a management system and its processes

Individuals responsible for the implementation and
management of a management system in their company

Individuals responsible for auditing and monitoring
management systems

Individuals who wish to get introduced to the associated
standard or field

Individuals who wish to study the fundamentails of the
processes and procedures in the related field or standard

Managers in the relevant field who wish to develop
the skills and knowledge to carry out and implement
processes, approaches, and techniques for different
programs, plans, strategies, etc.

Managers in the relevant field who wish to assess,
manage, or maintain plans, assessments, frameworks,
programs, or the like, and develop their management
expertise

Individuals who wish to get introduced to the
associated field

Individuals who wish to study the foundations of the
associated field and its related processes

Managers in the relevant field who wish to gain
knowledge on the fundamental principles and concepts
of a management program

Managers in the relevant field who wish to develop their
skills and knowledge in the associated field and improve
their management expertise

" CISEO.ro -

https://ciseo.ro

office@ciseo.ro

1 DAY

2 DAYS

5 DAYS

5 DAYS

| DAY

2 DAYS

3 DAYS

5 DAYS

1 DAY

2 DAYS

3 DAYS

5 DAYS

| '
’ .
)
A
: »

© Professional Evaluation and Certification Board 2023.
All rights reserved.

(00)4 0727.963.012




CISE®Registrar

© Professional Evaluation and Certification Board 2024. All rights reserved.
Certification Criteria: Designation, Experience, and Project Requirements

EXAM DESIGNATION PROFESSIONAL EXPERIENCE AUDIT EXPERIENCE PROJECT EXPERIENCE
FOUNDATION Foundation - - =

Provisional Manager - - -

TRAINING COURSE CATALOG 2024

2 years
M - 200 h
anoa (1in the specialized field) 2ol
LEAD MANAGER
5
Lead Manager y'eors e . - 300 hours
(2 in the specialized field)
Senior Lead Manage Syears 1000 hours
r r - u
o (7 in the specialized field)
Provisional Auditor NONE — -
2
Auditor P . 200 hours -
(1in the specialized field)
e Lead Audit . 300 hours
' -
SUSLESRSES (2 in the specialized field) =
Senior Lead Auditor Ry 1000 hours -
(7 in the specialized field)
Provisional Implementer NONE = =
Implementer <y®ors - 200 hours
P (1in the specialized field)
LEAD IMPLEMENTER
5 yea
Lead Implementer il - 300 hours
(2 in the specialized field)
Senior Lead Implement 1 yeors 1000 hours
ni m nter -
e e e (7 in the specialized field) -
LEAD AUDITOR AND 20 years (10 in a leadership ,
M : inati
LEAD IMPLEMENTER aster ole i the sacializad flald) 10,000 hours combination of auditing and project activities

Note: For the ANAB Accredited Foundation Certificate Programs, attending the corresponding training course is a mandatory requirement.
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